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Motivation
Healthcare technology is broken. Whether it’s government based universal health coverage in
Canada, UK, Germany, or private hospital systems in the US, health information technology
currently in operation severely lags behind every single other industry in all facets of hardware
and software architecture by at least a decade. Since the inception of the Electronic Medical
Records (EMR), personal health information has been in a state of disarray that puts patient’s
safety, security, and privacy at risk. The Health Insurance Portability and Accountability Act of
1996 (HIPAA) is more than 20 years old with no signs of updates in sight. Meanwhile, hospital
and insurance systems are constantly under attacks making headlines news with millions of
health records compromised. The latest of which is the largest in history WannaCry ransomware
software that locked up thousands of computers in more than 150 countries.[1]
To make matters worse, the vital health data that we pay hospitals and doctors lots of money to
collect end up sitting in silos and fragmented across disparate systems. The problem is so bad
that even EMRs from the same Electronic Health Record (EHR eg. Epic, Cerner) creator
operating within a hospital cannot communicate and interoperate with each other. One major
reason behind this was the introduction of the Health Information Technology for Economic and
Clinical Health (HITECH) Act in 2009. Under the Act, the US Department of Health and Human
Services is spending “as much as $36.5 billion in spending to create a nationwide network of
electronic health records.”[2] This started a gold rush where EHR companies pop up overnight to
create anything to sell to providers who would implement any EHR they could get at low costs
quickly to take advantage of Meaningful Use incentives. Currently, there are roughly 1100
vendors that offer an EHR - twice the number of vendors 4 years ago.[3] This unfettered
expansion of health information technology has created one of the worst disaster in the history of
information technology for data interoperability.
There is a strong case of double spending in healthcare that might dwarfs the case for finance.
Duplicate tests such as blood test and MRI scans cost the healthcare industry billions every year.
These unnecessary and expensive tests are wasteful, and they put the patient at risk. Prescription
fraud also faces a similar problem. The US is currently entrenched in the worst opioid epidemic
in history. Without a unified record, addicts have found a loophole to exploit the system by
crossing state lines and country borders to get more doctors to prescribe.
Today, we are witnessing a revolution in personal health record: the rise of personal generated
health data with the person at the center. Within the next five to ten years, healthcare will be
going through a major transformation that is led by the consumer. Disruption is coming to
healthcare one way or another. The future clinic is at the home and in the hands of the patient.
Combined with new care delivery services such as remote monitoring, telemedicine, doctor-on-
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demand, and population health, a new platform must be created to coordinate health information
exchange in an open, fluid, and secure manner anywhere in the world.
Blockchain represents a pivotal moment to fix healthcare once and for all. The unique properties
of the Ethereum network allows for the first time ever for data to be owned and controlled by an
individual. On one hand, the consensus algorithm enables the decentralized mechanism of the
ledger to distribute power back to the people. On the other hand, the best cryptography computer
science has to offer can be used to secure an identity to protect privacy and security.
Perhaps the time has finally come, the healthcare industry is jumping into blockchain with a level
of interest unseen before. The stage is set for startups to offer new value propositions and disrupt
the status quo. Whether it’s private or public blockchain, top executives are willing to listen for
decentralized solutions to solve their pain points. The US healthcare industry is maxed out at
20% GDP. Everyone is working harder without more revenue. As the industry transitions into
value based care, stakeholders have come to realize that improving continuity of care will cut
costs while remaining relevant and competitive in the marketplace. This is the only way forward
that will set a new path towards profit maximization with precision medicine and beyond.
Regulations are on our side. Beginning in 2018, Meaningful Use Stage 3 becomes mandatory for
all participants. One of the requirements includes increasing health information exchange to
improve care coordination. This is the most promising sign yet from the federal government that
could be a critical period for real changes.
Decentralization offers the most promising path to mediate health information exchange between
systems across the world. Anyone can start aggregating health data and instantly share it to any
party with an identity using the digital token. The importance of trust and integrity of health data
cannot be understated. Sensitive health information that could save your life is at stake. The data
trails and bread crumbs can now be locked in a universal trusted database.
Ultimately, healthcare is an information science challenge where evidence is based on big data
and machine learning algorithms to cure diseases, prevent illnesses, and improve outcomes. This
will only truly exist with the collaboration of the 7.5 billion plus people in the world. There’s
much we don’t know. The answer lies in all of us. As we become more connected within the
larger context of globalization, Emrify presents its vision for a new platform powered by the
people and for the people. Join the revolution and be the CEO of your health. The time is now to
fulfill the promise of the fantastic future of medicine.
_________________________________
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1. Emrify’s Vision
Emrify has been innovating in the healthcare industry with the Personal Health Record (PHR),
Drug Facts, and Clinical Trials mobile application with thousands of downloads and thousands
of users on the platform. Emrify has also been busy pushing the boundaries at health hackathons
with multiple wins to showcase new solutions. Emrify embraces emerging technology while
maintaining a grounded deep understanding of the challenges at hand.
As a company, Emrify is constantly searching for the cracks in the healthcare industry to solve
the Holy Grail of problems of Interoperability. Emrify truly believes that blockchain is the
mighty sword to slay the giant. The decentralized model has come to be the focal point for every
stakeholder in the entire continuum of health services. More importantly, it has energized the
people to demand more from their health providers. The following subsections will outline
Emrify’s plan for launching an entirely new health record platform using the HIT token to build
the ecosystem.

New HIT digital currency
The first step is to create a new cryptocurrency: Health Information Transfer or Health
Information Token (HIT). The token is a utility token that will foster an economy around health
data. Health information has strong network effects as more value is gained with more data for
analysis. Emrify will establish the fundamental value of HIT for every health stakeholder and the
consumers to participate and contribute to the ecosystem from day one.

Building an ecosystem
With the explosion of wearables and increasingly affordable genome sequencing, health data has
gained the attention of every health stakeholder including providers, insurance, employers,
researchers, government, and pharmaceuticals. In the past years, companies like IMS Health has
been getting rich off your medical data by running matching algorithm to sell to big
pharmaceuticals.[4] Currently, major players like IBM Watson and Google Verily project
Baseline are prime examples of the rising value of big health data.[5] According to a recent
survey, both clinicians and executives agree that patient generated data will be more useful than
claims data in the next five years.[6] Last year, one of the winning paper submitted to the ONC
_________________________________
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"Use of Blockchain in Health IT and Health-Related Research" Ideation Challenge highlights the
significance of Patient- Reported Outcome Measures (PROM) over the last few years and
discusses the issue of provenance in the transfer of data related to qualify of life, treatment
adherence, and overall satisfaction [7]. The bottom line is that your health data are being
collected and used whether you like it or not. This trend will continue to grow as everyone
pushes for more access to higher quality data directly from more people who generate them.
For the consumers, there is a breakdown of trust in health systems to protect their data as they
want to free the data and gain more control. After the Ransomware attack, 68% of consumers
said they would consider leaving their healthcare provider.[8] This has created an opportunity
for personal health record to help consumers aggregate and manage their data. In fact,
researchers have forecasted that 75% of adults will use a PHR by 2020.[9]
In addition to security and privacy, personal health record has the potential to improve health
outcomes. Here is a noteworthy example of a man using his own medical records to push doctors
to remove a cancerous brain tumor the size of a tennis ball.[10] Here is a TED talk about the rise
of the citizen scientists to push researchers to do the right thing.[11]
The timing has never been better for a PHR platform to connect all sides to come together to
bring healthcare toward the future. Emrify will use economic incentives to get everyone in one
place to create and grow the ecosystem from day one. For stakeholders, Emrify will provide a
trusted place to collect health data straight from the source of the consumer. This can alleviate
big problems such as the $80 billion annual cost of insurance fraud by enhancing claims
verifications. For the consumers, Emrify will empower them with tools to lock up their own data
and the freedom to share and sell it on their own terms. Groups such as the quantified-self
movement and biohackers will have more data to experiment with than ever before. As more
people join, the network effect of Emrify Platform will grow to increase the value of the HIT
currency and encourage more stakeholders and users to join.
_________________________________
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“The Use of a Blockchain to Foster the Development of Patient-Reported Outcome Measures”. Jason C.
Goldwater, MA, MPA - 2016
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2. The HIT cryptocurrency
Purpose
Emrify is introducing an open source cryptographic token called HIT. HIT will be the unit for all
transactions within the ecosystem. HIT will serve as the basis of interoperability with other
digital cryptocurrencies. Similarly, units of HIT are fungible and transferable with the ability to
trade on cryptocurrency exchange.
HIT is a utility token valuable to both consumers and stakeholders for use in everyday services.
For health data buyers, HIT represents the cost to pay network fees and pay users for their data.
For consumers, HIT has value for paying transaction fees to share data to transfer and access
medical records when needed such as for school vaccinations, for work purposes, for legal
matters, for personal uses, for family related health records, and for third-party dapps.

Health Miners
For the first time ever, consumers can contribute health data for rewards and payments on the
network just like Bitcoin miners. Users will never have to pay fees to aggregate data from all
sources for storage on the network. Users will have the power to set their own prices and
compare market rates. On the flip side, anyone can be a health buyer. As a marketplace, buyers
will have the option to set prices and bounties for certain data types and health conditions. At
first, wearables data from Fitbit, smart scales, blood pressure, sleep trackers, glucose meter, and
other devices will be synced by the users for sale. The reason is that these sources can be
validated through API services. As more health companies and providers are validated overtime,
more data such as lab results, scans, prescriptions, and complete medical records can be up for
sale by the user. Collectively, health miners can shift the focus of healthcare to revolve around
the individual by offering the industry the highest quality health data available.

Ethereum and ERC20
HIT will be implemented on the public Ethereum blockchain as an ERC20 token.[12] The
Ethereum blockchain is currently the industry standard for issuing custom digital assets and
smart contracts. The ERC20 token interface allows for the deployment of a standard token that is
compatible with the existing infrastructure of the Ethereum ecosystem, such as development
tools, wallets, and exchanges. Ethereum’s ability to deploy Turing-complete trustless smart
contracts enables complex issuance rules for cryptocurrencies, digital financial contracts, and
automated incentive structures. These advanced features and active ecosystem make Ethereum a
natural fit for HIT.
_________________________________
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3. Building the platform
Emrify personal health record
Emrify Personal Health Record is one of the most popular mobile apps ranking #4 in top apps
according to AppAnnie.[13] Currently, the app is available for both iOS and Android with
thousands of registered users and hundreds of downloads every month. For the past two years,
users have enjoyed using the app based on the reviews. Here’s what people are saying about it.

_________________________________
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What makes Emrify PHR app powerful and different from the others is the web portal that
enables the user to share their health data with anyone they choose by using a regenerative access
code.[14] With these two tools, Emrify has successfully laid the foundation to allow health data
to flow across any boundaries.
Emrify is uniquely positioned in the marketplace as a PHR to lead the industry towards a new
blockchain based system. The size of the user base and the ongoing visibility in the app store
gives Emrify a unique competitive advantage in onboarding users to blockchain.

Health Passport
With the introduction of blockchain, Emrify will rebrand the PHR as the Health Passport to
demonstrate a truly interoperable personal health record that's an international portal to aggregate
lifelong health information and put them in the right hands at the right time. At first, the Health
Passport will be accessible as a mobile responsive webapp to allow quick iterations and flexible
experimentations. As Ethereum improves and more tools become available, the Health Passport
will be the first native iOS/Android PHR app available worldwide.

Health Registry
In order to identify the healthcare identity in the ecosystem, a registry must be in place to
validate actors making transactions on the network. Although users are free to share data with
any anonymous recipients, Emrify will provide validations to attest that certain health
stakeholders and health professionals are trusted party. This will create a safer community for
health information exchange. Emrify will work with government and private organizations such
as the American Medical Association to validate identity. Overtime, the Emrify Registry can be
the main directory for all health decentralized applications moving forward.

Health Portal
Emrify will introduce a new blockchain health portal for stakeholders to access shared data at the
new dedicated domain name.[15] Through this interface, hospitals and other parties can spend
HITs to transact with users who want to sell their data. This is where the ecosystem will come to
life to connect everyone who wants to be involved with health data. This will also be a great
opportunity to reinvent and modernize health User Interface to the 21st century of fluid and
dynamic designs. This will become a constant battleground to set the standards for health data
structure and visualizations. Everyone from doctors to nurses to patients are fed up with the
cluttered and fatigue inducing legacy health UI that are affecting health outcomes and putting
lives at risks. The Health Portal represents a golden opportunity for Emrify to make a bold
statement and lead the way.
14
15

Web Portal - https://chart.emrify.com
New Web Portal - https://www.mychart.io (not live)
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Health dApp Store
In order to expedite the new age of health designs, Emrify will open the platform up to third
party developers to create decentralized products and services including themes, apps, widgets,
virtual reality, augmented reality, bots, and voice interfaces such as Alexa Skill and Google
Assistant. While doing so echoes the community strength of blockchain, it is also a smart choice
that other companies such as Apple have shown to be wildly successful and profitable. Apple
offers a handful of stock apps such as phone, mail, calendar, and camera while inviting
developers of all kinds to contribute their ideas. Along the same line, Emrify will kickstart the
ecosystem with some default dapps such as medications, appointments, directory, labs, and
images. Once the initial traction is successful, outside developers and startups are welcome to
build more dapps to attract users with flexible monetization models to earn HITs. By being open
to innovations, Emrify can continue to be the preferred platform for health information collection
to remain at the forefront of the competitions.

PillSync
It has been said that medication record is the tip of the sword for healthcare disruption. While the
scope of information is simple, the problem today is that each EHR stores only a snapshot of the
patient’s history. This is a model use case for blockchain. As the MedRec team has pointed out,
“But with blockchain, each prescription is like a deposit, and when doctor discontinues a
medication, they take a withdrawal. Looking at a blockchain, a doctor wouldn’t have to comb
through all the deposits and withdrawals—they would just see the balance.”[16]
With PillSync, Emrify has access to one of the most comprehensive drug databases powered by
the US National Library of Medicine. For the past five years, the Drug Facts app has attracted
thousands of both consumers and healthcare professionals to lookup drug information. The most
popular feature is the ability to upload a pill photo to be identified. To date, PillSync has
identified and indexed 1300+ pills to accumulate one of the largest pill image databases on the
web.

_________________________________
16

https://www.wired.com/2017/02/moving-patient-data-messy-blockchain-help/

10

Health Information Token
For the one of the most search terms “pill identifier”, the app is ranked 3rd right next to
Drugs.com.[17] For Google Images, most common pills search will show PillSync’s results
rivaling the largest players such as Drugs.com, WebMD, and GoodRx.[18]

In addition, PillSync has recently launched the Drug Barcode Scanner Pro app with the largest
drug barcodes lookup system using a user friendly snapchat interface to expand the user
base.[19] This is a unique app with the latest computer vision technology to demonstrate the
ongoing commitment to innovations. PillSync is also available on Alexa with the skill named
“Drug Facts” with projects in the pipeline for Facebook Bots and Google Home assistant.
With strong market penetration in major platforms and commanding web presence, PillSync
represents a key crucial resource that will strategically drive users to Emrify to ensure a steady
growth path. At the same time, Emrify will have access to the intellectual property of PillSync
with the powerful drug database and identification system to create the best medication module
as one of the default dapps to jumpstart the ecosystem.
_________________________________
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Clinical Trials
The clinical trials industry is ripe for disruption. Here are some shocking numbers:
•
•
•

85% of clinical trials finish late due to difficulties enrolling participants [20]
Nearly one-third of trials never begin after failing to recruit a single participant [20]
Only 3% of cancer patients participate in trials, with 80% not even aware of their clinical
trial options [21]
All of these challenges lead to a drug development process
that takes 10-15 years.[22] This industry represents the
path of least resistance for health data to flow naturally.
Global industry reports forecast revenue of $22 billion by
2021 with 7.5% compound annual growth rate.[23] This is
a key target market for the growth of Health Passport.
Currently, Emrify Trials app puts the power of
ClinicalTrials.gov search in your hands.[24] The app
enables both consumers and clinicians to be informed of
new studies. In doing so, this establishes a firm foundation
as Emrify offers more functionalities to secure
partnerships. For example, one of the first use cases is to
register and collect consent from participants together with
the study on the blockchain. This could prevent “hidden
outcome switching”, which is the practice of secretly
changing the focus of a clinical trial to fit the results. A
study last year of 137 trials found 60 reported on outcomes
they were not looking for, according to their original
protocol.” [25] This is a major pain point that will drive
much of the early traction for the ecosystem.
_________________________________
20

https://www.foundationforpn.org/research/clinical-trials/

21

http://www.forbes.com/sites/judystone/2015/01/06/how-can-we-encourage-participation-in-clinicaltrials/#14e3d9376dd5
22

http://www.cancerresearchuk.org/about-cancer/cancers-in-general/cancer-questions/how-long-does-ittake-for-a-new-drug-to-go-through-clinical-trials
23
https://www.mordorintelligence.com/industry-reports/global-clinical-trials-market-growth-trends-andforecasts-industry
24

http://www.emrify.com/trials

25

http://www.economist.com/news/science-and-technology/21699099-blockchain-technology-couldimprove-reliability-medical-trials-better

12

Health Information Token

4. Emrify Labs
Overview
The Emrify Platform is an ecosystem of consumers and stakeholders using the HIT
cryptocurrency to exchange health data. The purpose and mission of Emrify Labs is to promote
and support research, development, and education to accelerate the decentralized protocols for
health. In order to fulfill its mission, Emrify Labs will dedicate resources to three specific goals
related to development, outreach, and research as follows:

Development goals
The Labs will fund the development of tools to create and maintain a sustainable
ecosystem for all parties to create value for one another. The Labs will be fully
transparent by supporting open source projects that can be improved by the community.
All comments from participants will be heard and considered in the development process.

Outreach goals
The Labs will dedicate resources to fund educational and marketing campaigns to
increase the healthcare industry adoption of blockchain. While most resources will be
used for products development, outreach is a mandatory step to propagate disruptions on
a global scale.

Research goals
The Labs will invest heavily in research by working with developers to create new dapps
and test new ways to advance health informatics. The age of big data and AI can move at
a swift pace. Only by staying true to a culture of moving fast and breaking things can we
hope to take healthcare to the next level. There’s a lot of catching up to do.

Location, location, location
Emrify Labs is strategically located in Nashville, Tennessee. This fast growing city is home to
hundreds of healthcare companies including the 15 major publicly traded companies that are
based here. Three of the five largest investor-owned hospital operators, Community Health
System (CHS), Hospital Corporation of America (HCA), and Lifepoint Health, together control
more than one-third of the investor-owned hospitals across the country.[26]
_________________________________
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Along with Ascension Health and Vanderbilt University Medical Center, the leaders have
banded together to form the Center for Medical Interoperability.[27] This new initiative is a
powerhouse for changing healthcare with major purchasing power to influence changes from the
inside. Emrify Labs has been invited to collaborate closely with the center to use the Health
Passport as the gateway to solve interoperability between the major health systems. This puts
Emrify in a unique position at the epicenter of ground zero to disrupt healthcare.

Awards
Emrify Labs is proud to be the home of pioneers who push the limits of innovations for health.
Here are some relevant accomplishments to showcase our passion and commitment:
Patient Generated Health Data Proposal – ONC* Data Provenance
June 2017 – Finalist
Using the Public Blockchain: Data Provenance for Patient Generated Health Data for more use in
Healthcare
- https://www.cccinnovationcenter.com/challenges/provenance-challenge/

Health Passport – GE Health Cloud Innovation Challenge
May 2017 – Honorable Mention
Health Passport as Clinical Applications that helps healthcare providers improve clinical outcomes to
positively impact care throughout the patient journey
- https://devpost.com/software/emrify-health-passport

Emrify Health Recorder – Choosing Care Challenge
April 2017 – Honorable Mention
Emrify Health Recorder leverages the latest in Voice and Vision AI technology to lower the barriers to
health literacy and increase access to improve outcomes
- http://thehealthcareblog.com/blog/2017/04/24/finding-care-can-be-easy-check-out-the-rwjf-choosingcare-challenge-finalists/

Health Passport – ONC* Blockchain Code-A-Thon
st

Mar 2017 – 1 place
Health Passport as Data Aggregation and Sharing for Health using blockchain
- https://digitalchamber.org/events/dc-summit-2017.html

Blockchain Hackathon – Distributed: Market
st

Feb 2017 – 1 place
DeadMansBlock is a decentralized fail-safe trigger that releases digital wills to beneficiaries after you die.
- https://digitalchamber.org/events/dc-summit-2017.html

_________________________________
* Office of the National Coordinator for Health Information Technology who are the main federal agency
leading health IT efforts for the entire US health system. https://www.healthit.gov/newsroom/about-onc
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http://medicalinteroperability.org
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Interoperability
Interoperability among health systems represents the single biggest barrier to a better more
efficient healthcare that “could save taxpayers more than $30 billion a year on wasteful
spending”.[28] There’s no evidence based medicine without the complete single source of
evidence. In order to fix it, there are two distinct phases that must be overcome over a gradual
extended period of time.
The first phase is to create a trusted network and standards for Health Information Exchange.
Each time data is synced, there is an opportunity to facilitate interoperability. To date, pockets of
consortium and private networks have been created to mediate exchanges using outdated
protocols. Blockchain is a superior method that is uniquely designed to facilitate a highly trusted
and secured exchange. Indeed, there are discussions among these existing networks to adopt a
private blockchain for their members. While this is a step in the right direction, it cannot be
accepted for exchange within the larger context of the world. Emrify must exist at the center as
the independent public blockchain with the highest decentralized network to enhance trust and
protect data provenance.
The second phase is the adoption of a universal standard for the structures and formats of the
data for use once it has been transferred. If the data cannot be integrated directly into the
recipient’s EHR system, interoperability cannot truly be achieved. The productivity of
employees and health staff can be hindered if time is spent on navigating multiple interfaces to
aggregate data from different sources. Currently, healthcare lacks data standards in three areas:
clinical, personal wearables, and research. Clinical data is the furthest along with the
establishment of Fast Healthcare Interoperability Resources (FHIR). Emrify will support FHIR
and advance its adoption. At the same time, Emrify will work with stakeholders to set and
implement standards for patient generated data such as wearables and introduce common
standards for research results to be collected and shared.

Long term goals
In order for Emrify Labs to carry out its mission and solve interoperability to fix healthcare for
good, a long term commitment must be established. If Emrify wants to be the leading light for
healthcare, it must follow the footsteps of Facebook and Google to fully take advantage of
network effects to grow its ecosystem. This is why the support from users around the world is
key to the existence and survival of the platform. As the custodian of the token reserve, Emrify
Labs will control the supply allocation to accomplish this mission. Methods will be used to
prevent buyouts from large health systems and big pharmaceuticals to overtake the platform.
Rest assured, Emrify Labs will always remain loyal to the people at all costs. There will be tough
decisions ahead and we are stronger if we stick together.
28
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5. Technical Considerations
This section discusses the general technical considerations as Emrify builds out the platform on
the public Ethereum network.

HIPAA compliance
Before going into details, it is important to remember that HIPAA is an old law that does not
offer the best practices today. Systems are not safe under these outdated requirements. Since the
Health Passport is an independent PHR on behalf of the user, it is not required to be HIPAA
compliant. For more details, this document by HHS has clearly defined the health app use
scenarios that are exempt.[29] Emrify will be using the latest and safest protocols without being
held back by compliance headaches. This is a key position to allow Emrify the flexibility to
innovate as fast as other industries. Once data is transferred, it is up to the recipient to be
compliant if it is considered a covered entity.

Platform limitations
The Ethereum network currently operates on a Proof of Work blockchain and is therefore limited
in bandwidth. Future versions of Ethereum based on Proof of Stake will work toward enhanced
throughput and scalability. The current average block confirmation time is approximately 17
seconds. For technical reasons, the block time will marginally increase but will nevertheless be
smaller than 30 seconds before August, 2017.[30]
Although health data transactions are low in frequency, the Ethereum transaction confirmation
times can result in significant delays that can affect usability. Given these barriers, Emrify will
initially implement a semi-centralized hybrid with on-chain and off-chain services for better user
experience and scalable interactions. At the core, transactions will be settled on the Ethereum
public blockchain. However, Emrify will develop cloud servers to temporarily store and cache
data to improve latency and avoid unnecessary network fees.

_________________________________
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Identity
Within the decentralized application, a new method for user identity is required to interact with
the ecosystem. This becomes an important issue to establish a consistent identity across services
and third-party dapps. Currently, many users are introduced to decentralized services through
wallets for storing cryptocurrencies such as Bitcoin. Emrify Labs will try to support as many
third-party identity and wallet services as possible to keep the onboarding process simple. One
promising project that Emrify strongly supports is the user friendly self-sovereign identity uPort.
They are removing a lot of the friction for new users to manage identity and blur the lines
between a regular application and a dapp. Another interesting identity service is Civic to secure
and protect user identity that can be validated. Emrify Labs will be collaborating with the teams
to help advance mainstream adoption of blockchain.

Encryption
Data encryption becomes an important issue when health data is placed on the public Ethereum
network. There are a few methods that can be used to achieve encryption with blockchain. The
simplest way is to create one master key that Emrify can use to encrypt the data before hashing
the file for storage. Upon retrieval of the file, the same key pair can then be used to decrypt the
file for display and download after permissions are validated. Since Emrify is the sole custodian
of the key, the process is easy to implement and can be done today. However, this means that all
access must go through Emrify for decryption. Ideally, this does not fit with our ethos for a truly
decentralized ecosystem. The better and more complex method requires a Public Key
Infrastructure where the sender can encrypt the file with the recipient’s public address so that
only the recipient can decrypt it with their private key. Since only the selected recipient can
decrypt the file, permission is natively integrated into the keys management layer. Given this
limitation, Emrify will slowly transition encryption methodology as the ecosystem gains
maturity. This is only a matter of time.

Thank you for checking out this draft.
The final version will be released soon with more details regarding the token sale.
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